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Intro duction

A good logging infrastructure is a key element in the network security of companies. Development of syslog-ng
started because no tool existed that could satisfy the requirements of organizations maintaining large IT
networks. The syslog-ng (ng: New Generation) application is an alternative for syslogd b the default system
logger component of Unix systems D and has solved the problems of tens of thousands of organizations,
ranging from industrial companies to governmental institutes. The syslog-ng application has been the most
widespread alternative system logging application of the Unix/Linux world for the last ten years; and it can
collect logs from Microsoft Windows and IBM System i platforms as well. It embodies the next generation of
logging systems, and is the first truly flexible and scalable system logging tool.

The syslog-ng application is the product you have been looking for if you need a logging application that:

guarantees the availability of log messages,

is compatible with a wide range of operating systems, including several Unix and the latest Windows
versions, and IBM System i

m provides encrypted log transfer and storage,
m has already proven its worth, and

B provides unimaginable flexibility for tracing system events.



Typical end-users

Log messages contain information about the events happening on the hosts. Monitoring system events is
essential for security and system health monitoring reasons. Many log messages contain unimportant
information: syslog-ng helps you to select only the really interesting messages, and forward them to a central
server. Company policies or other regulations often require log messages to be archived: storing important
messages in a central location greatly simplifies this process.

The syslog-ng application is used worldwide by companies and institutions who collect and manage the logs of
several hosts, and want to store them in a centralized, organized way. Using syslog-ng is particularly
advantageous for:

Internet Service Providers;

Financial institutions and companies requiring policy compliance;
Server, web, and application hosting companies;

Data centers;

Wide area network (WAN) operators;

Server farm administrators.

Public references

Companies using syslog-ng Premium Edition:

Allianz Hungary Insurance Co. (http://www.allianz.hu/)
Navisite Inc (http://www.navisite.com/)

Svenska Handelsbanken AB (http://www.handelsbanken.com/)
Swedish National Debt Office (http://www.riksgalden.se)

Product features and benefits

Secure log transfer and storage using public-key encryption
Reliable log transfer using TCP and TLS

Disk-based message buffering to prevent message loss
Flow-control

Message filtering, parsing and rewriting

Support for the latest IETF syslog protocol standards
Agents for Microsoft Windows and IBM System i platforms
IPv4 and IPv6 support

Ability to handle high message rates

Support for heterogeneous UNIX environments

Direct database access for MSSQL, MySQL, Oracle, PostgreSQL, and SQLite




How syslog-ng works

The syslog-ng application reads incoming messages and forwards them to the selected destinations. The
syslog-ng application can receive messages from files, remote hosts, and other sources. Log messages enter
syslog-ng in one of the defined sources, and are sent to one or more destinations. Sources and destinations are
independent objects; log paths define what syslog-ng does with a message, connecting the sources to the
destinations. A log path consists of one or more sources and one or more destinations; messages arriving to a
source are sent to every destination listed in the log path. Log paths can also include filters, parsers, rewrite
rules, or even further log paths. Filters are rules that select only certain messages, for example, selecting only
messages sent by a specific application. If a log path includes filters, syslog-ng sends only the messages
satisfying the filter rules to the destinations set in the log path. Parsers segment the messages and allow
fine-tuned filtering, while rewrite rules can modify the contents of the message, for example to remove sensitive
data.

The following simple scenario illustrates the route of a log message from its source on the syslog-ng client to its
final destination on the central syslog-ng server.

1. A device or application sends a log message to a source on the syslog-ng client. For example, an
Apache web server running on Linux enters a message into the /var/log/apache file, or an application
running on Windows enters a message into the Eventlog.

2. The syslog-ng client running on the web server reads the message from its /var/log/apache or Eventlog
source.

3. The syslog-ng client processes the first log statement that includes the /var/log/apache or the Eventlog
source.

4. The syslog-ng client compares the message to the filters of the log statement (if any). If the message
complies with all filter rules, syslog-ng sends the message to the destinations set in the log statement,
for example, to the remote syslog-ng server.

5. The syslog-ng client processes the next log statement that includes the source of the message,
repeating Steps 3-4.

6. The message sent by the syslog-ng client arrives to a source set in the syslog-ng server.



7. The syslog-ng server reads the message from its source and processes the first log statement that
includes that source.

8. The syslog-ng server compares the message to the filters of the log statement (if any). If the message
complies with all filter rules, syslog-ng sends the message to the destinations set in the log statement.

9. The syslog-ng server processes the next log statement, repeating Steps 7-9.
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Secure logging using SSL/TLS

Log messages may contain sensitive information that should not be accessed by third parties.
Therefore, syslog-ng Premium Edition uses the Transport Layer Security (TLS) protocol to
encrypt the communication. TLS also allows the mutual authentication of the host and the
server using X.509 certificates.

Trusted, timestamped log storage

The Premium Edition of syslog-ng can store log messages securely in encrypted,
compressed, indexed, and timestamped binary files, so any sensitive data is available only for
authorized personnel who have the appropriate encryption key. Timestamps can be
requested from external Timestamping Authorities.

Reliable log transfer

The syslog-ng application enables you to send the log messages of your hosts to remote
servers. The logs of different servers can be collected and stored centrally on dedicated log
servers. Transferring log messages using the TCP protocol ensures that no messages are
lost.

Disk-based message buffering

The Premium Edition of syslog-ng stores messages on the local hard disk if the central log
server or the network connection becomes unavailable. The syslog-ng application
automatically sends the stored messages to the server when the connection is reestablished,
in the same order the messages were received. The disk buffer is persistent — no messages
are lost even if syslog-ng is restarted.

Flow-control

Flow-control uses a control window to determine if there is free space in the output buffer of
syslog-ng for new messages. If the output buffer is full, then the destination cannot accept
new messages for some reason: for example, it is overloaded, or the network connection
became unavailable. In such cases, syslog-ng stops reading messages from the source until
some messages have been successfully sent to the destination.

Flexible message filtering and sorting

The syslog-ng application can sort the incoming log messages based on their content and
various parameters like the source host, application, and priority. Directories, files, and
database tables can be created dynamically using macros. Complex filtering using regular
expressions and boolean operators offers almost unlimited flexibility to forward only the
important log messages to the selected destinations.




Message parsing and rewriting

The syslog-ng application can segment log messages to named fields or columns. These
fields can be used like macros in filenames and database tables. It is also possible to modify
the values of these fields, for example, to add missing values.

Detect configuration changes

Changes to your logging infrastructure are important events that should not go unnoticed. The
syslog-ng application automatically detects if its configuration is modified, and sends a
warning message into the system logs.

Handle extreme load

The syslog-ng application is optimized for performance, and can handle enormous amount of
messages. Depending on its exact configuration, it has been known to process over 75,000
messages per second real-time, and over 24 GB raw logs per hour on average server
hardware.

Supported sources and destinations

The syslog-ng Premium Edition application can accept log messages from the following
sources:

! Local applications and processes sending messages to UNIX domain sockets, named
pipes, plain text files, or to the standard output (stdout).

! Remote clients sending traditional syslog messages (as described in RFC3164) using
the UDP, TCP, or TLS protocol over IPv4 and IPv6 networks.

! Remote clients sending messages conforming to the latest IETF syslog protocol
standard using the UDP, TCP, or TLS protocol over IPv4 and IPv6 networks.

The syslog-ng Premium Edition application can send log messages to the following
destinations:

| Plain text files.

| Encrypted, compressed, and optionally timestamped binary files.

| sQL databases.

! Local processes using UNIX domain sockets, named pipes, or simple pipes.

|

Remote syslog-ng servers using the traditional or the extended syslog protocol over
IPv4 and IPv6 networks.

User-terminal.




Read logs from any text file

Some applications use many different logfiles, and sometimes these files are not even located in the same
folder. Automatically generated file and foldernames are also often a problem. To solve these issues, the
filenames and paths specifying the logfiles read by syslog-ng can include wildcards, and syslog-ng can
automatically scan entire subfolder-trees for the specified files.

Direct database access

Storing your log messages in a database allows you to easily search and query the messages and interoperate
with log analyzing applications. The Premium Edition of syslog-ng supports the following databases: MySQL,
Microsoft SQL (MSSQL), Oracle, PostgreSQL, and SQLite.

IPv4 and IPv6 support

The syslog-ng application can operate in both IPv4 and IPv6 network environments; it can receive messages
from and send messages to both types of networks.

Supported platforms

The syslog-ng Premium Edition application supports several architectures, including x86, x86_64, and SUN
SPARC on a variety of operating systems: Linux, BSD, Solaris, AlX, HP-UX, Microsoft Windows (including Vista
and 2008 Server), and IBM System i. For the latest list of supported platforms, visit the syslog-ng Premium
Edition webpage at http://www.balabit.com/network-security/syslog-ng/central-syslog-server/

Agent for Microsoft Windows platforms

The syslog-ng Agent for Windows is a log collector and forwarder application for Microsoft Windows platforms,
including Windows Vista and Windows Server 2008. It collects the log messages from eventlog groups and log
files and forwards them to a syslog-ng server using regular or TLS-encrypted TCP connections. The syslog-ng
Agent can be managed from a domain controller using group policies, or run as a standalone application.

Agent for IBM System i platforms

The syslog-ng agent for IBM System i is a system log collector and forwarder application for the IBM System i
(formerly known as AS/400 and IBM iSeries) platform. It collects application and system messages, as well as
messages from the System i security audit journal (QAUDJRN) and the operator message queue (QSYSOPR).
The collected messages are forwarded to a syslog-ng server using regular or TLS-encrypted TCP connections.
The syslog-ng server can run on a separate machine, or directly on IBM System i in the Portable Application
Solutions Environment (PASE). The syslog-ng Agent for IBM System i is available as a standalone product and
must be licensed independently from syslog-ng Premium Edition.



Product support

Product support, including 7x24 online support is available in various packages. For a complete list of the
support options, visit the following page: http://www.balabit.com/support/packages/

Licensing

The syslog-ng Premium Edition application is licensed on a per-host basis: the syslog-ng server accepts
connections only from the number of hosts specified in the license file. Buying a syslog-ng server license
permits you to perform the following:

B Install the syslog-ng application in server mode to a single host. This host acts as the central log server
of the network.

B Install the syslog-ng application in relay or client mode on host computers. The total number of hosts
permitted to run syslog-ng in relay or client mode is limited by the syslog-ng server license. The client
and relay hosts may use any operating system supported by syslog-ng.

The syslog-ng Agent for IBM System i is available as a standalone product and must be licensed independently
from syslog-ng Premium Edition.

The syslog-ng Open Source Edition application is freely available under the GNU General Public License v2.
The Open Source Edition is identical to the Premium Edition, but it lacks some of the more advanced features,
like disk-based buffering, or encrypted logfile support. Commercial support and precompiled binaries are
available for the Open Source Edition for an annual fee.

Free evaluation version

Test syslog-ng Premium Edition to make sure that it perfectly suits your needs. Request an evaluation version
at http://www.balabit.com/mybalabit/.
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